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The Office of the Information and 
Privacy Commissioner of Ontario
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Information and Privacy Commissioner of Ontario
• Ontario’s Information and Privacy Commissioner (IPC) is

an officer of the legislature
• Appointed by and reports to the Legislative Assembly of Ontario
• Independent of the government of the day 

• The IPC has authority under the following laws: 
• Freedom of Information and Protection of Privacy Act (FIPPA) 
• Municipal Freedom of Information and Protection of Privacy Act 

(MFIPPA)
• Personal Health Information Protection Act, 2004 (PHIPA)
• Child, Youth and Family Services Act, 2017 (CYFSA)
• Anti-Racism Act, 2017 (ARA)
• Coroners Act
• Enhancing Digital Security and Trust Act, 2025 (EDSTA)

Patricia Kosseim

https://www.ipc.on.ca/en
https://www.ontario.ca/laws/statute/90f31
https://www.ontario.ca/laws/statute/90m56
https://www.ontario.ca/laws/statute/04p03
https://www.ontario.ca/laws/statute/17c14
https://www.ontario.ca/laws/statute/17a15
https://www.ontario.ca/laws/statute/90c37
https://www.ontario.ca/laws/statute/90c37
https://www.ontario.ca/laws/statute/24e24
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IPC’s Role in the Health Sector
Health Policy
• Consult with government regarding proposed health-

related legislation and regulation

• Provide guidance for the health sector and public

• Participate in speaking engagements and provide 
presentations 

• Conduct three-year reviews of prescribed entities, 
persons, and organizations

• Participate in consultations with health sector 
organizations including selected review and comment on 
health sector organization policies

• Conduct research on access and privacy issues relevant 
to the health sector

• Consult with Ontario Health regarding interoperability 
standards 

Tribunal
• Investigate privacy complaints under PHIPA 

• Resolve access to information/correction appeals 

• Issue access and privacy decisions

• Receive/investigate point-in-time privacy breach reports

Communications
• Respond to questions from the public regarding PHIPA 

through info@ipc.on.ca

• Provide information to the public, including on our 
website https://www.ipc.on.ca/en 

• Receive annual statistical reporting of breaches and 
prepare annual reports

https://www.ipc.on.ca/en/resources/guidance
https://www.ipc.on.ca/en/resources/forms/speaking-engagement-request
https://www.ipc.on.ca/en/media-centre/multimedia/past-presentations
https://www.ipc.on.ca/en/media-centre/multimedia/past-presentations
https://www.ipc.on.ca/en/decisions/three-year-reviews-and-approvals-under-phipa
https://www.ipc.on.ca/en/decisions/three-year-reviews-and-approvals-under-phipa
https://www.ipc.on.ca/en/decisions/three-year-reviews-and-approvals-under-phipa
https://www.ipc.on.ca/en/resources/guidance-organizations/policy-consultations
https://www.ipc.on.ca/en/privacy-individuals/filing-a-privacy-complaint
https://www.ipc.on.ca/en/resources/forms/file-complaint-about-accesscorrection-request-under-ontarios-health-privacy-law
https://www.ipc.on.ca/en/decisions/latest-decisions
https://www.ipc.on.ca/en/resources/forms/report-privacy-breach-your-organization
https://www.ipc.on.ca/en/resources/forms/report-privacy-breach-your-organization
https://www.ipc.on.ca/en/resources/forms/report-privacy-breach-your-organization
https://www.ipc.on.ca/en/resources/forms/report-privacy-breach-your-organization
https://www.ipc.on.ca/en/resources/forms/report-privacy-breach-your-organization
mailto:info@ipc.on.ca
https://www.ipc.on.ca/en
https://www.ipc.on.ca/en/access-organizations/annual-statistical-reporting
https://www.ipc.on.ca/en/all-annual-reports
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Privacy Law in Ontario
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Privacy Law in Ontario
Federal Public Sector Private Sector Ontario Public Sector Ontario Health Sector

(may include some private sector entities)

Generally
applicable to
(non-
exhaustive)

Government of Canada
• E.g. federal ministries, 

agencies, crown 
corporations

Private sector businesses 
in Canada

Public sector in Ontario
• FIPPA/MFIPPA - e.g. government, ministries, 

agencies, hospitals, schools, cities, police
• CYFSA - e.g. service providers, including Children’s 

Aid Societies (CASs)
• EDSTA – public sector entities incl. M/FIPPA 

institutions, school boards, CASs 
Also: (e.g.)
• Head, employees (M/FIPPA)
• Other persons, public (M/FIPPA)
• Third parties (M/FIPPA)
• Individuals 
• Children, youth, families (CYFSA)

Health care sector in Ontario
• Custodians (e.g. hospitals, clinics, 

pharmacies, etc.)
Also: (e.g.)
• Agents
• Individuals
• Prescribed bodies 
• Service providers
• Recipients

Laws 
(non-
exhaustive)

• Privacy Act
• Access to Information Act

• Personal Information 
Protection and 
Electronic Documents 
Act (PIPEDA)

• Canada’s Anti-Spam 
Legislation (CASL)

• Freedom of Information and Protection of Privacy 
Act (FIPPA) 

• Municipal Freedom of Information and Protection 
of Privacy Act (MFIPPA)

• Child, Youth, and Family Services Act (CYFSA)
• Enhancing Digital Security and Trust Act (EDSTA)

• Personal Health Information Protection 
Act (PHIPA)

Oversight • Privacy Commissioner of 
Canada

• Information Commissioner 
of Canada

• Privacy Commissioner of 
Canada

• Information and Privacy Commissioner of Ontario • Information and Privacy Commissioner 
of Ontario

https://laws-lois.justice.gc.ca/eng/ACTS/P-21/index.html
https://laws-lois.justice.gc.ca/eng/ACTS/P-21/index.html
https://laws-lois.justice.gc.ca/eng/acts/a-1/
https://laws-lois.justice.gc.ca/eng/acts/a-1/
https://laws-lois.justice.gc.ca/eng/acts/p-8.6/
http://laws-lois.justice.gc.ca/eng/acts/E-1.6/index.html
https://www.ontario.ca/laws/statute/90f31
https://www.ontario.ca/laws/statute/90m56
https://www.ontario.ca/laws/statute/17c14
https://www.ontario.ca/laws/statute/24e24
https://www.ontario.ca/laws/statute/04p03
https://www.priv.gc.ca/en/
https://www.priv.gc.ca/en/
https://www.priv.gc.ca/en/
https://www.oic-ci.gc.ca/en
https://www.oic-ci.gc.ca/en
https://www.oic-ci.gc.ca/en
https://www.priv.gc.ca/en/
https://www.priv.gc.ca/en/
https://www.priv.gc.ca/en/
https://www.ipc.on.ca/
https://www.ipc.on.ca/
https://www.ipc.on.ca/
https://www.ipc.on.ca/
https://www.ipc.on.ca/
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Artificial Intelligence (AI) 
in the Mental Health Sector
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OECD Definition of Artificial Intelligence (2024)

An AI system is a machine-based system that, for 
explicit or implicit objectives, infers, from the input it 

receives, how to generate outputs such as 
predictions, content, recommendations, or decisions 
that can influence physical or virtual environments.
Different AI systems vary in their levels of autonomy 

and adaptiveness after deployment.
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Everyday Examples of Artificial Intelligence
• Text editors and writers
• Emails
• Maps and navigation technology
• Facial detection and recognition
• Chatbots
• Digital assistants
• Social media
• Search engines, online shopping, and smart recommendations
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AI-Related Trends and Privacy 
Considerations for Campus Mental Health
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Three Trends Related to Privacy and Campus Mental Health

•AI chatbots and “therapybots”
•“Deepfakes”
•AI scribes in the mental health sector
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AI Chatbots and “Therapybots”
• Many people are turning to general purpose AI chatbots for 

companionship or “therapybots”  (chatbots specifically 
designed to be used for mental health therapy).

• ‘Parasocial’: Cambridge Dictionary’s 2025 word of the year.

• The information people are willing to share with chatbots 
and therapybots is often very sensitive.

• Extended use of chatbots may fuel delusions 
in some people.

• Chatbots may behave normally for most users,
but some have a tendency to behave in
harmful ways with susceptible individuals. 

• Regulatory safeguards are limited – e.g. 
therapybots do not have to meet the same 
codes of ethics and standards as humans.

https://www.nytimes.com/202
5/08/18/opinion/chat-gpt-
mental-health-suicide.html 

https://w
w

w
.cbc.ca/new

s/business/open-ai-
chatgpt-california-suicide-teen-1.7619336 

https://w
w

w
.cbc.ca/new

s/canada/ai-
psychosis-canada-1.7631925 

https://torontolife.com/deep-dives/the-
chatbot-will-see-you-now-i-traded-my-
human-therapist-for-an-ai-equivalent/ 

https://srinstitute.utoronto.ca/news/2025-therapy-bots-brief 

https://www.nytimes.com/2025/08/18/opinion/chat-gpt-mental-health-suicide.html
https://www.nytimes.com/2025/08/18/opinion/chat-gpt-mental-health-suicide.html
https://www.nytimes.com/2025/08/18/opinion/chat-gpt-mental-health-suicide.html
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“Deepfakes”

https://w
w

w
.reuters.com

/legal/litigation/grok-says-safeguard-
lapses-led-im

ages-m
inors-m

inim
al-clothing-x-2026-01-02/ 

https://www.ctvnews.ca/canada/article/canada-not-considering-a-
ban-on-x-over-deepfake-controversy-ai-minister-says/ 

https://www.priv.gc.ca/en/opc-news/news-and-announcements/2026/nr-c_260115/ 

• Deepfakes refer to the use of AI systems to create 
convincing images, sounds, and videos that are fake.

• Deepfakes are often created for personal amusement, but 
their use for illicit and other ethically problematic 
purposes is accelerating.

• Regulatory safeguards are limited.

• Canada has introduced amendments to the Criminal 
Code through bill C-16 which will expand the offense 
related to non-consensual distribution of intimate images 
generated by AI.

• The definition of “intimate image” has limited 
applicability.

• Canada’s Privacy Commissioner has expanded an 
investigation launched last year.

https://www.lawtimesnews.com/practice-areas/privacy-and-data/ontario-law-
commission-initiates-projects-on-deepfakes-workplace-surveillance/393186 
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AI Scribes in the Mental Health Sector

https://www.cbc.ca/news/canada/manitoba/winnipeg-therapists-ai-transcription-1.7621894 

• AI scribes are gaining popularity for their potential to 
relieve administrative burden and positively transform 
the interactions between care providers and clients. 

• Among the considerations discussed in the IPC’s recent 
guidance, custodians using AI scribes during mental 
health care visits need to take into consideration, e.g.:

• The volume of sensitive personal health information that 
may be collected and whether data minimization 
obligations and purpose limitations will be met,

• Whether any information will be shared with a vendor, for 
what purpose, and whether this sharing is in compliance 
with legal or other obligations,

• The appropriate consent and transparency measures that 
should be put in place to maintain trust,

• Whether robust safeguards are in place to protect the 
information.

https://www.cbc.ca/news/canada/manitoba/winnipeg-therapists-ai-transcription-1.7621894
https://www.cbc.ca/news/canada/manitoba/winnipeg-therapists-ai-transcription-1.7621894
https://www.cbc.ca/news/canada/manitoba/winnipeg-therapists-ai-transcription-1.7621894
https://www.cbc.ca/news/canada/manitoba/winnipeg-therapists-ai-transcription-1.7621894
https://www.cbc.ca/news/canada/manitoba/winnipeg-therapists-ai-transcription-1.7621894
https://www.cbc.ca/news/canada/manitoba/winnipeg-therapists-ai-transcription-1.7621894
https://www.cbc.ca/news/canada/manitoba/winnipeg-therapists-ai-transcription-1.7621894
https://www.cbc.ca/news/canada/manitoba/winnipeg-therapists-ai-transcription-1.7621894
https://www.cbc.ca/news/canada/manitoba/winnipeg-therapists-ai-transcription-1.7621894


Information and Privacy Commissioner of Ontario   |   www.ipc.on.caInformation and Privacy Commissioner of Ontario   |   www.ipc.on.caInformation and Privacy Commissioner of Ontario   |   www.ipc.on.caInformation and Privacy Commissioner of Ontario   |   www.ipc.on.ca

https://w
w

w
.ipc.on.ca/en/decisions/inform

al-resolution-high-profile-
breaches/hospital-privacy-breach-involving-ai-scribes-tool 

IPC Response to a Privacy
Breach Involving an AI Scribe

https://www.dww.com/articles/an-otter-disaster-ipc-responds-to-selfreported-hospital-
privacy-breach-involving-aipowered 

• Shadow AI refers to the use of AI systems by agents without the 
custodian’s approval or oversight – e.g. if an employee personally 
procures and uses an AI scribe contrary to the org’s policies.

• In this case:
• A physician used a personal email address to participate in work 

meetings (contrary to the hospital’s policies).
• The physician remained on the meeting invitation list even after he 

had ceased working for the hospital.
• The physician retained the meeting invitations in the calendar on his 

personal device.
• The physician later downloaded an AI scribe onto that personal 

device and permitted the AI scribe access to the meetings in his 
calendar.

• The AI scribe was able to attend the meetings in the physician’s 
calendar, including those at the hospital.

• This was discovered when a meeting summary and access to a 
transcript of the recording was automatically emailed to participants.

https://www.ipc.on.ca/en/decisions/informal-resolution-high-profile-breaches/hospital-privacy-breach-involving-ai-scribes-tool
https://www.ipc.on.ca/en/decisions/informal-resolution-high-profile-breaches/hospital-privacy-breach-involving-ai-scribes-tool
https://www.ipc.on.ca/en/decisions/informal-resolution-high-profile-breaches/hospital-privacy-breach-involving-ai-scribes-tool
https://www.ipc.on.ca/en/decisions/informal-resolution-high-profile-breaches/hospital-privacy-breach-involving-ai-scribes-tool
https://www.ipc.on.ca/en/decisions/informal-resolution-high-profile-breaches/hospital-privacy-breach-involving-ai-scribes-tool
https://www.ipc.on.ca/en/decisions/informal-resolution-high-profile-breaches/hospital-privacy-breach-involving-ai-scribes-tool
https://www.ipc.on.ca/en/decisions/informal-resolution-high-profile-breaches/hospital-privacy-breach-involving-ai-scribes-tool
https://www.ipc.on.ca/en/decisions/informal-resolution-high-profile-breaches/hospital-privacy-breach-involving-ai-scribes-tool
https://www.ipc.on.ca/en/decisions/informal-resolution-high-profile-breaches/hospital-privacy-breach-involving-ai-scribes-tool
https://www.ipc.on.ca/en/decisions/informal-resolution-high-profile-breaches/hospital-privacy-breach-involving-ai-scribes-tool
https://www.ipc.on.ca/en/decisions/informal-resolution-high-profile-breaches/hospital-privacy-breach-involving-ai-scribes-tool
https://www.ipc.on.ca/en/decisions/informal-resolution-high-profile-breaches/hospital-privacy-breach-involving-ai-scribes-tool
https://www.ipc.on.ca/en/decisions/informal-resolution-high-profile-breaches/hospital-privacy-breach-involving-ai-scribes-tool
https://www.ipc.on.ca/en/decisions/informal-resolution-high-profile-breaches/hospital-privacy-breach-involving-ai-scribes-tool
https://www.ipc.on.ca/en/decisions/informal-resolution-high-profile-breaches/hospital-privacy-breach-involving-ai-scribes-tool
https://www.ipc.on.ca/en/decisions/informal-resolution-high-profile-breaches/hospital-privacy-breach-involving-ai-scribes-tool
https://www.ipc.on.ca/en/decisions/informal-resolution-high-profile-breaches/hospital-privacy-breach-involving-ai-scribes-tool
https://www.ipc.on.ca/en/decisions/informal-resolution-high-profile-breaches/hospital-privacy-breach-involving-ai-scribes-tool
https://www.ipc.on.ca/en/decisions/informal-resolution-high-profile-breaches/hospital-privacy-breach-involving-ai-scribes-tool
https://www.ipc.on.ca/en/decisions/informal-resolution-high-profile-breaches/hospital-privacy-breach-involving-ai-scribes-tool
https://www.ipc.on.ca/en/decisions/informal-resolution-high-profile-breaches/hospital-privacy-breach-involving-ai-scribes-tool
https://www.dww.com/articles/an-otter-disaster-ipc-responds-to-selfreported-hospital-privacy-breach-involving-aipowered
https://www.dww.com/articles/an-otter-disaster-ipc-responds-to-selfreported-hospital-privacy-breach-involving-aipowered
https://www.dww.com/articles/an-otter-disaster-ipc-responds-to-selfreported-hospital-privacy-breach-involving-aipowered
https://www.dww.com/articles/an-otter-disaster-ipc-responds-to-selfreported-hospital-privacy-breach-involving-aipowered
https://www.dww.com/articles/an-otter-disaster-ipc-responds-to-selfreported-hospital-privacy-breach-involving-aipowered
https://www.dww.com/articles/an-otter-disaster-ipc-responds-to-selfreported-hospital-privacy-breach-involving-aipowered
https://www.dww.com/articles/an-otter-disaster-ipc-responds-to-selfreported-hospital-privacy-breach-involving-aipowered
https://www.dww.com/articles/an-otter-disaster-ipc-responds-to-selfreported-hospital-privacy-breach-involving-aipowered
https://www.dww.com/articles/an-otter-disaster-ipc-responds-to-selfreported-hospital-privacy-breach-involving-aipowered
https://www.dww.com/articles/an-otter-disaster-ipc-responds-to-selfreported-hospital-privacy-breach-involving-aipowered
https://www.dww.com/articles/an-otter-disaster-ipc-responds-to-selfreported-hospital-privacy-breach-involving-aipowered
https://www.dww.com/articles/an-otter-disaster-ipc-responds-to-selfreported-hospital-privacy-breach-involving-aipowered
https://www.dww.com/articles/an-otter-disaster-ipc-responds-to-selfreported-hospital-privacy-breach-involving-aipowered
https://www.dww.com/articles/an-otter-disaster-ipc-responds-to-selfreported-hospital-privacy-breach-involving-aipowered
https://www.dww.com/articles/an-otter-disaster-ipc-responds-to-selfreported-hospital-privacy-breach-involving-aipowered
https://www.dww.com/articles/an-otter-disaster-ipc-responds-to-selfreported-hospital-privacy-breach-involving-aipowered
https://www.dww.com/articles/an-otter-disaster-ipc-responds-to-selfreported-hospital-privacy-breach-involving-aipowered
https://www.dww.com/articles/an-otter-disaster-ipc-responds-to-selfreported-hospital-privacy-breach-involving-aipowered
https://www.dww.com/articles/an-otter-disaster-ipc-responds-to-selfreported-hospital-privacy-breach-involving-aipowered
https://www.dww.com/articles/an-otter-disaster-ipc-responds-to-selfreported-hospital-privacy-breach-involving-aipowered
https://www.dww.com/articles/an-otter-disaster-ipc-responds-to-selfreported-hospital-privacy-breach-involving-aipowered
https://www.dww.com/articles/an-otter-disaster-ipc-responds-to-selfreported-hospital-privacy-breach-involving-aipowered
https://www.dww.com/articles/an-otter-disaster-ipc-responds-to-selfreported-hospital-privacy-breach-involving-aipowered


Information and Privacy Commissioner of Ontario   |   www.ipc.on.caInformation and Privacy Commissioner of Ontario   |   www.ipc.on.caInformation and Privacy Commissioner of Ontario   |   www.ipc.on.ca

Cont’d

Information and Privacy Commissioner of Ontario   |   www.ipc.on.ca

Cont’dIPC Response to a Privacy
Breach Involving an AI Scribe

https://www.dww.com/articles/an-otter-disaster-ipc-responds-to-selfreported-hospital-
privacy-breach-involving-aipowered 

https://w
w

w
.ipc.on.ca/en/decisions/inform

al-resolution-high-profile-
breaches/hospital-privacy-breach-involving-ai-scribes-tool 

• To remediate this breach, the hospital:
• Configured its firewall to block use of AI scribes while on-site
• Updated training and awareness to explicitly address AI tools
• Updated their policies related to approved uses of AI tools

• The IPC further recommended the hospital:
• Request the AI scribe delete any PHI retained from the meeting
• Update their breach protocol to include a requirement to request 

deletion of PHI in the case of a breach
• Update their Acceptable Use Policy to clarify that agents are not 

permitted to use their personal devices to attend work meetings
• Conduct an audit of the hospital’s offboarding process
• Technically enforce mandatory “lobbies” for all virtual meetings
• Ensure the hospital’s AI Governance and Accountability 

Framework is in line with IPC guidance
• Update policies to reflect that privacy breaches may result in 

administrative monetary penalties under PHIPA
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https://www.ipc.on.ca/en/decisions/informal-resolution-high-profile-breaches/hospital-privacy-breach-involving-ai-scribes-tool
https://www.ipc.on.ca/en/decisions/informal-resolution-high-profile-breaches/hospital-privacy-breach-involving-ai-scribes-tool
https://www.ipc.on.ca/en/decisions/informal-resolution-high-profile-breaches/hospital-privacy-breach-involving-ai-scribes-tool
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The Need for Additional Safeguards
• AI systems make it possible to process tremendous amounts of personal data and 

generative AI can be used to create entirely new content. 
• AI systems may be prone to bias that can lead them to make discriminatory or otherwise 

harmful predictions about individuals based on noncausal factors (e.g. race or gender).
• Although the anticipated benefits from AI systems are exciting, they have the potential to 

worsen or create new problems in the health sector if they are not robustly developed 
and maintained and if adequate safeguards are not in place throughout their lifecycle. 

• Recent research highlights that Canadians care deeply about their privacy, especially in 
the context of AI systems, and reveals that both the public and experts alike are 
concerned about its potential negative impacts. 

• There are important legal, privacy, and security risks, as well as human rights 
considerations related to AI systems that need to be considered by those who procure, 
implement, and use them. 
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Existing Regulations for
AI in the Mental Health Sector
• While there is no overarching AI statute 

applicable to Ontario’s health sector, the 
development, procurement, implementation, 
and use of AI systems by health information 
custodians is governed by Ontario’s Personal 
Health Information Protection Act, 2004 (PHIPA). 

• Other laws and regulations may apply to a 
custodian’s use of AI systems at the provincial 
(e.g. FIPPA, EDSTA, Human Rights Code, etc.) or 
federal level (e.g. PIPEDA, Medical Devices Act, 
Human Rights Act, etc.).

• Health care providers who are members of 
regulated professions may have additional 
restrictions set out by their colleges that would 
apply to their use of AI systems (e.g. codes of 
ethics, standards of practice, etc.).

https://cmha.ca/news/ai-mental-health/ 

https://crpo.ca/resources/ai-therapy/ 

https://www.psychologytoday.co
m/ca/blog/inside-out-outside-
in/202510/adventures-in-ai-
therapy 

https://cmha.ca/news/ai-mental-health/
https://cmha.ca/news/ai-mental-health/
https://cmha.ca/news/ai-mental-health/
https://cmha.ca/news/ai-mental-health/
https://cmha.ca/news/ai-mental-health/
https://crpo.ca/resources/ai-therapy/
https://crpo.ca/resources/ai-therapy/
https://crpo.ca/resources/ai-therapy/
https://www.psychologytoday.com/ca/blog/inside-out-outside-in/202510/adventures-in-ai-therapy
https://www.psychologytoday.com/ca/blog/inside-out-outside-in/202510/adventures-in-ai-therapy
https://www.psychologytoday.com/ca/blog/inside-out-outside-in/202510/adventures-in-ai-therapy
https://www.psychologytoday.com/ca/blog/inside-out-outside-in/202510/adventures-in-ai-therapy
https://www.psychologytoday.com/ca/blog/inside-out-outside-in/202510/adventures-in-ai-therapy
https://www.psychologytoday.com/ca/blog/inside-out-outside-in/202510/adventures-in-ai-therapy
https://www.psychologytoday.com/ca/blog/inside-out-outside-in/202510/adventures-in-ai-therapy
https://www.psychologytoday.com/ca/blog/inside-out-outside-in/202510/adventures-in-ai-therapy
https://www.psychologytoday.com/ca/blog/inside-out-outside-in/202510/adventures-in-ai-therapy
https://www.psychologytoday.com/ca/blog/inside-out-outside-in/202510/adventures-in-ai-therapy
https://www.psychologytoday.com/ca/blog/inside-out-outside-in/202510/adventures-in-ai-therapy
https://www.psychologytoday.com/ca/blog/inside-out-outside-in/202510/adventures-in-ai-therapy
https://www.psychologytoday.com/ca/blog/inside-out-outside-in/202510/adventures-in-ai-therapy
https://www.psychologytoday.com/ca/blog/inside-out-outside-in/202510/adventures-in-ai-therapy
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Principles for the Responsible Use of AI
• On Jan 21, 2026, the IPC and the Ontario Human 

Rights Commission (OHRC) released joint Principles for 
the Responsible Use of Artificial Intelligence (AI).

• The principles build on our 2023 joint statement with 
the OHRC and align with international, national, and 
provincial frameworks for the responsible use of AI.

• The principles make clear our expectation that AI 
systems are:

• Valid and reliable
• Safe
• Privacy protective
• Human rights affirming
• Transparent
• Accountable

https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ipc.on.ca%2Fen%2Fresources%2Fprinciples-responsible-use-artificial-intelligence&data=05%7C02%7CNicole.Minutti%40ipc.on.ca%7C16ac1327c56b45107b4708de59175a91%7Cee08da3e170f46588e7ec8ed521eede9%7C0%7C0%7C639046154293848480%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=RKouECIWo97pk%2Fh940n3%2BaEtUpBYb72igjV3UahMD2Q%3D&reserved=0
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ipc.on.ca%2Fen%2Fresources%2Fprinciples-responsible-use-artificial-intelligence&data=05%7C02%7CNicole.Minutti%40ipc.on.ca%7C16ac1327c56b45107b4708de59175a91%7Cee08da3e170f46588e7ec8ed521eede9%7C0%7C0%7C639046154293848480%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=RKouECIWo97pk%2Fh940n3%2BaEtUpBYb72igjV3UahMD2Q%3D&reserved=0
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ipc.on.ca%2Fen%2Fmedia-centre%2Fnews-releases%2Fjoint-statement-information-and-privacy-commissioner-ontario-and-ontario-human-rights-commission-use&data=05%7C02%7CNicole.Minutti%40ipc.on.ca%7C16ac1327c56b45107b4708de59175a91%7Cee08da3e170f46588e7ec8ed521eede9%7C0%7C0%7C639046154293865000%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=oOSgaTE1au4aWhLEyM4P2PKOEha%2FS%2FXaoR3c%2BKa5i2k%3D&reserved=0
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Principles for the Responsible Use of AI
• Valid and reliable: AI systems must exhibit valid, reliable, and accurate outputs for the purpose(s) for which they are 

designed, used, or implemented.
• Safe: AI must be developed, acquired, adopted, and governed to prevent harm or unintended harmful outcomes that 

infringe upon human rights, including the right to privacy and non-discrimination.
• Privacy protective: AI should be developed using a privacy by design approach. Developers, providers, or users of AI 

systems should take proactive measures to protect the privacy and security of personal information and support the 
right of access to information from the very outset.

• Human rights affirming: Human rights are inalienable, and protections must be built into the design of AI systems 
and procedures. Institutions using AI systems must prevent and remedy discrimination effectively and ensure that 
benefits from the use of AI are universal and free from discrimination.

• Transparent: Institutions that develop, provide, and use AI must ensure that these AI systems are visible, 
understandable, traceable, and explainable to others.

• Accountable: Institutions should implement a robust internal governance structure with clearly defined roles, 
responsibilities, and oversight procedures, including a human-in-the-loop approach, to ensure accountability 
throughout the entire life cycle of their AI systems.
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Ontario’s Enhancing Digital Security and Trust Act, 
2024 and Recent Amendments to FIPPA 
• On November 25, 2024, Bill 194, the Strengthening Cyber Security and Building Trust in the 

Public Sector Act, 2024 received Royal Assent which aimed at strengthening digital 
infrastructure and data privacy protections within public entities and services in Ontario.

• In addition to making amendments to FIPPA, Bill 194 created a new law, the Enhancing 
Digital Security and Trust Act, 2024 (EDSTA) that includes provisions related to:

• The development and implementation of cyber security programs and reports that are to be 
submitted to the Minister of Public and Business Service Delivery on cyber security.

• How public sector entities use AI systems.
• How children’s aid societies and school boards collect, use, retain or disclose digital information 

relating to individuals under age 18.

• The EDSTA and some of the amendments to FIPPA came into force on Jan 29, 2025. 
• Other amendments to FIPPA came into force on July 1, 2025.
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What Do These Changes Mean for Custodians?
• If a mental health provider works for a FIPPA institution, like a school, these 

new requirements will apply to their organization.
• As of Jan 29, 2025, FIPPA institutions are required to provide annual breach 

reporting to the IPC.
• On Jul 1, 2025, other FIPPA amendments came into force, including 

requirements for FIPPA institutions to:
• Report privacy breaches to the IPC as they happen and notify affected individuals
• Keep a record of every privacy breach that is reported to the IPC
• Conduct privacy impact assessments (PIAs) before collecting personal information
• Regarding PIAs, undertake risk mitigation, update PIAs, provide them to IPC upon 

request
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What Changes Are Coming Related to AI Systems?
• Regarding AI systems, public sector entities will be required to:

• Publish information about their use of AI systems
• Develop and implement an AI accountability framework
• Manage risks associated with their use of an AI system

• Among other authorities, the government now has the authority to create 
regulations that:

• Require public sector entities to develop and implement cyber security programs and prescribe the 
elements of these cyber security programs

• Require reports to be submitted to the Minister regarding cyber security incidents
• Set technical standards and issue directives related to cyber security and AI systems 
• Prescribe public sector entities who must comply with requirements related to AI systems
• Prescribe the required information that must be published about AI systems
• Prescribe the form and content of AI accountability frameworks
• Establish “no go zones” for AI systems
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IPC Resources Related to Bill 194 
(For FIPPA Institutions)
• The IPC’s Bill 194 Hub 
• Frequently Asked Questions – Schedule 2 of Bill 194/FIPPA Amendments
• Updated guidance on managing privacy breaches 
• New breach reporting forms 
• Information required for statistical reporting of privacy breaches by March 

31, 2026

https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ipc.on.ca%2Fen%2Fresources%2Fguidance-organizations%2Fbill-194-strengthening-cyber-security-and-building-trust-public-sector-act&data=05%7C02%7CNicole.Minutti%40ipc.on.ca%7Cf8f0ded666d34ba761b608ddb7fef1ea%7Cee08da3e170f46588e7ec8ed521eede9%7C0%7C0%7C638869027853888496%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=SmbvdrGZ0bD3blA33Sr6kV7Gv7SmfkUkyyfs6aTpKVk%3D&reserved=0
https://www.ipc.on.ca/en/resources/bill-194-strengthening-cyber-security-and-building-trust-public-sector-act/frequently-asked-questions-schedule-2-bill-194fippa-amendments
https://www.ipc.on.ca/en/resources/bill-194-strengthening-cyber-security-and-building-trust-public-sector-act/frequently-asked-questions-schedule-2-bill-194fippa-amendments
https://www.ipc.on.ca/en/resources/bill-194-strengthening-cyber-security-and-building-trust-public-sector-act/frequently-asked-questions-schedule-2-bill-194fippa-amendments
https://www.ipc.on.ca/en/resources/bill-194-strengthening-cyber-security-and-building-trust-public-sector-act/frequently-asked-questions-schedule-2-bill-194fippa-amendments
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ipc.on.ca%2Fen%2Fprivacy-organizations%2Fmanaging-breaches&data=05%7C02%7CNicole.Minutti%40ipc.on.ca%7Cf8f0ded666d34ba761b608ddb7fef1ea%7Cee08da3e170f46588e7ec8ed521eede9%7C0%7C0%7C638869027853813119%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Vc04tFTSGfNF9Bi96eK8gtYBx5ryOuTJw45Db06%2BGxA%3D&reserved=0
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ipc.on.ca%2Fen%2Fresources%2Fforms%2Freport-privacy-breach-your-organization&data=05%7C02%7CNicole.Minutti%40ipc.on.ca%7Cf8f0ded666d34ba761b608ddb7fef1ea%7Cee08da3e170f46588e7ec8ed521eede9%7C0%7C0%7C638869027853844194%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=WMzN6jLFXwPE2Ynehib66meX8WnCqONcFZOW5tgJlpg%3D&reserved=0
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ipc.on.ca%2Fen%2Fresources%2Fguidance-organizations%2Fannual-statistical-reporting%2Fannual-reporting-privacy-breach-statistics-commissioner-requirements-provincial-institutions&data=05%7C02%7CNicole.Minutti%40ipc.on.ca%7Cf8f0ded666d34ba761b608ddb7fef1ea%7Cee08da3e170f46588e7ec8ed521eede9%7C0%7C0%7C638869027853867242%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=GlWTq9KgXmXe3wt36NzHS%2F4cxpeSo6w3l6hOlMB6MIo%3D&reserved=0
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AI Scribes: Key Considerations for the Health Sector
• AI Scribes: Key Considerations for the Health Sector is 

accompanied by a practical checklist to assist 
custodians in applying the IPC’s guidance. 

• Together, these documents set out concrete 
requirements and best practices for health providers 
— both large and small — when considering the use of 
AI scribes.

• The guidance is divided into 4 sections:
• Preparing an AI Governance and Accountability 

Framework
• Developers of AI Scribes
• Custodians Who Procure AI Scribes
• Custodians Who Use AI Scribes

https://www.ipc.on.ca/en/resources/ai-scribes-checklist-key-considerations-health-sector
https://www.ipc.on.ca/en/resources/ai-scribes-checklist-key-considerations-health-sector
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ipc.on.ca%2Fen%2Fresources%2Fai-scribes-checklist-key-considerations-health-sector&data=05%7C02%7CNicole.Minutti%40ipc.on.ca%7C576487abad92476661c408de5e9fd861%7Cee08da3e170f46588e7ec8ed521eede9%7C0%7C0%7C639052237938365149%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=UbjsmhWZTWAFW2zRQyR9CO01WrGisG4IzowBHIEsVm8%3D&reserved=0
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Preparing an AI Governance and Accountability Framework
• AI governance committee
• AI risk management framework
• Privacy impact assessments (PIAs)
• Policies, practices, & procedures
• Security safeguards
• Breach notification
• Training and awareness
• Confidentiality and end user agreements
• Human oversight
• Transparency
• Reporting and notification mechanisms
• Inquiry and complaint mechanisms
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Cont’dPreparing an AI Governance and Accountability Framework
Policies, practices, and procedures
• Create AI specific policies, practices and procedures (where appropriate), e.g.:

• AI ethics framework
• Guidelines on the use of AI systems
• Transparency of the use of AI systems
• Human oversight of AI systems
• AI incident response protocol

• Update other policies, practices, and procedures (where appropriate), e.g.:
• Training and awareness of agents and third-party service providers
• Transparency (e.g. written public statement and information practices)
• Complaints, inquiries, and recourse mechanisms
• Breach reporting and notification 
• Contractual safeguards
• Confidentiality and end user agreements
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Custodians Who Procure AI Scribes
• Understanding operational need
• Third-party vendor assessments
• Strong contractual safeguards
• Disclosure and data sharing with third parties
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Cont’dCustodians who Procure AI Scribes
Third-Party Vendor Assessments
• When procuring an AI system from a third 

party, custodians must ensure an adequate 
third-party assessment has been conducted.

• Custodians may consider the results of 
assessments conducted by others, for 
example, as part of vendor of record 
programs. 

• However, custodians must still exercise their 
own due diligence to ensure that they meet 
their obligations under PHIPA and other laws 
and regulations.
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Cont’dCustodians who Procure AI Scribes
Strong Contractual Safeguards
• As a part of meeting their obligations under 

PHIPA, custodians who procure AI systems must 
ensure they have strong contractual safeguards 
in place with third-party vendors. 

• Custodians need to carefully review and 
negotiate the terms of service with the third-
party vendor to ensure both the custodian and 
the vendor meet their obligations under PHIPA 
and other applicable laws.

• Regarding free trials, custodians are reminded 
that their obligations under PHIPA continue to 
apply whether or not they have paid for the 
service.
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Custodians Who Use AI Scribes
• Accuracy considerations
• Consent considerations
• Collection of personal health information and record keeping 

obligations
• Secure storage and transfer of personal health information
• Transparency to individuals
• Custodian’s contact person
• Access and correction of records of personal health 

information
• Ongoing monitoring and assessment
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Cont’dCustodians Who Use AI Scribes
Consent Considerations
• PHIPA generally requires custodians to obtain 

individuals’ consent prior to the collection, use, 
or disclosure of their personal health 
information, unless PHIPA permits otherwise. 

• In the case of AI scribes, there is currently no 
statutory provision that explicitly permits the 
collection, use, or disclosure of personal health 
information by an AI scribe without consent. 

• Therefore, consent of individuals would 
generally be required. 

• Obtaining express consent prior to using the AI 
scribe and recording the consent in the 
individual’s health record is also a best practice 
in line with requirements of several regulatory 
colleges.
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Cont’dCustodians Who Use AI Scribes
Transparency to Individuals
• As part of their AI governance and accountability framework, custodians are required to have an up-to-date written 

public statement that 
• provides a general description of the custodian’s information practices,
• describes how to contact the custodian’s contact person responsible for privacy,
• describes how to make a request to access or correct health records, and 
• describes how to make a complaint to the IPC.

• Custodians who use AI scribes in their day-to-day practice should also be able to explain generally:
• the custodian’s purpose for using the AI scribe
• the purpose and nature of any personal health information, that is disclosed to the vendor, as well as any de-identified data that may be 

shar ed with them
• whether the custodian or vendor will retain recordings or transcripts, the purpose of this retention, and individuals’ rights related to 

those recordings or transcripts
• whether any personal health information will be processed or stored outside Canada
• the safeguards the custodian and the third-party vendor have in place to protect personal health information from unauthorized 

collection, use, or disclosure
• the limitations of the AI scribe, including related to bias
• the individual’s rights (including where they are entitled to withhold or withdraw consent), and
• the recourse options available to individuals.
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IPC-Related References
• IPC Privacy Day 2026 – Trustworthy AI in Health: The Promise the Perils, and Protections (panel discussions)

• AI Scribes: Key Considerations for the Health Sector (IPC Guidance) 

• AI Scribes: Checklist of Key Considerations for the Health Sector (compendium to the IPC’s AI Scribes Guidance)

• Principles for the Responsible Use of Artificial Intelligence (AI) (IPC & OHRC)

• IPC Response to Hospital Privacy Breach Involving an AI Scribes Tool (IPC response to a reported privacy breach)

• Written Submission on Bill 194: Strengthening Cyber Security and Building Trust in the Public Sector Act, 2024 

• Artificial intelligence in health care: Balancing innovation with privacy (IPC Podcast)

• Joint statement on the use of AI technologies (Ontario IPC and Ontario Human Rights Commission)

• Principles for Responsible, Trustworthy and Privacy Protective Generative AI Technologies 
(Joint resolution of the federal, provincial, and territorial information and privacy commissioners)

• Resolution on Generative Artificial Intelligence Systems (Joint resolution of the Global Privacy Assembly)

• Statement on Generative AI (Roundtable of G7 Data Protection and Privacy Authorities)

• Fact Sheet: Health Information Custodians Working for Non-Health Information Custodians

https://www.ipc.on.ca/en/resources/ai-scribes-checklist-key-considerations-health-sector
https://www.ipc.on.ca/en/resources/ai-scribes-checklist-key-considerations-health-sector
https://www.ipc.on.ca/en/resources/ai-scribes-checklist-key-considerations-health-sector
https://www.ipc.on.ca/en/resources/ai-scribes-checklist-key-considerations-health-sector
https://www.ipc.on.ca/en/resources/ai-scribes-checklist-key-considerations-health-sector
https://www.ipc.on.ca/en/resources/ai-scribes-checklist-key-considerations-health-sector
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ipc.on.ca%2Fen%2Fresources%2Fai-scribes-checklist-key-considerations-health-sector&data=05%7C02%7CNicole.Minutti%40ipc.on.ca%7C576487abad92476661c408de5e9fd861%7Cee08da3e170f46588e7ec8ed521eede9%7C0%7C0%7C639052237938365149%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=UbjsmhWZTWAFW2zRQyR9CO01WrGisG4IzowBHIEsVm8%3D&reserved=0
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ipc.on.ca%2Fen%2Fresources%2Fai-scribes-checklist-key-considerations-health-sector&data=05%7C02%7CNicole.Minutti%40ipc.on.ca%7C576487abad92476661c408de5e9fd861%7Cee08da3e170f46588e7ec8ed521eede9%7C0%7C0%7C639052237938365149%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=UbjsmhWZTWAFW2zRQyR9CO01WrGisG4IzowBHIEsVm8%3D&reserved=0
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ipc.on.ca%2Fen%2Fresources%2Fprinciples-responsible-use-artificial-intelligence&data=05%7C02%7CNicole.Minutti%40ipc.on.ca%7C16ac1327c56b45107b4708de59175a91%7Cee08da3e170f46588e7ec8ed521eede9%7C0%7C0%7C639046154293848480%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=RKouECIWo97pk%2Fh940n3%2BaEtUpBYb72igjV3UahMD2Q%3D&reserved=0
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ipc.on.ca%2Fen%2Fresources%2Fprinciples-responsible-use-artificial-intelligence&data=05%7C02%7CNicole.Minutti%40ipc.on.ca%7C16ac1327c56b45107b4708de59175a91%7Cee08da3e170f46588e7ec8ed521eede9%7C0%7C0%7C639046154293848480%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=RKouECIWo97pk%2Fh940n3%2BaEtUpBYb72igjV3UahMD2Q%3D&reserved=0
https://www.ipc.on.ca/en/decisions/informal-resolution-high-profile-breaches/hospital-privacy-breach-involving-ai-scribes-tool
https://www.ipc.on.ca/en/decisions/informal-resolution-high-profile-breaches/hospital-privacy-breach-involving-ai-scribes-tool
https://www.ipc.on.ca/en/resources/ipc-comments-bill-194-strengthening-cyber-security-and-building-trust-public-sector-act
https://www.ipc.on.ca/en/resources/ipc-comments-bill-194-strengthening-cyber-security-and-building-trust-public-sector-act
https://www.ipc.on.ca/en/media-centre/podcast/s4-episode-4-artificial-intelligence-health-care-balancing-innovation-privacy
https://www.ipc.on.ca/en/media-centre/podcast/s4-episode-4-artificial-intelligence-health-care-balancing-innovation-privacy
https://www.ipc.on.ca/en/media-centre/news-releases/joint-statement-information-and-privacy-commissioner-ontario-and-ontario-human-rights-commission-use
https://www.ipc.on.ca/en/media-centre/news-releases/joint-statement-information-and-privacy-commissioner-ontario-and-ontario-human-rights-commission-use
https://priv.gc.ca/en/privacy-topics/technology/artificial-intelligence/gd_principles_ai/
https://priv.gc.ca/en/privacy-topics/technology/artificial-intelligence/gd_principles_ai/
https://globalprivacyassembly.org/wp-content/uploads/2023/10/5.-Resolution-on-Generative-AI-Systems-101023.pdf
https://globalprivacyassembly.org/wp-content/uploads/2023/10/5.-Resolution-on-Generative-AI-Systems-101023.pdf
https://www.edps.europa.eu/system/files/2023-06/23-06-21_g7roundtable_202306_statement_en.pdf
https://www.edps.europa.eu/system/files/2023-06/23-06-21_g7roundtable_202306_statement_en.pdf
https://www.ipc.on.ca/sites/default/files/legacy/Resources/fact-11-e.pdf
https://www.ipc.on.ca/sites/default/files/legacy/Resources/fact-11-e.pdf
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2 Bloor Street East, Suite 1400

Toronto, Ontario, Canada  M4W 1A8

Phone: (416) 326-3333 / 1-800-387-0073

TDD/TTY: 416-325-7539

Web: www.ipc.on.ca 

E-mail: info@ipc.on.ca

Media: media@ipc.on.ca / 416-326-3965

Information and Privacy Commissioner of Ontario 

Thank you!
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